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Abstract—Millimeter wave spectrum utilization and network
densification are two of the fundamental technologies that will
enable high user quality of experience required in 5th Generation
mobile cellular networks. However, user sparsity in ultra-dense
heterogeneous networks and coverage limitations of millimeter
wave cells means reliability of such networks will become a
key operational challenge. Recent studies have explored the use
of machine learning techniques for outage detection in legacy
and heterogeneous mobile cellular networks. However, machine
learning techniques are highly susceptible to noise in the training
data which can affect their outage detection accuracy. To counter
these challenges, we present a novel outage detection method
based on entropy field decomposition technique first introduced
in [1]. The proposed method is able to detect cell outages with at
least 96 % accuracy even as the level of shadowing in the network
is increased which makes it ideal for practical implementation
in emerging ultra-dense heterogeneous networks with millimeter
wave cells. The proposed solution is compared against k-means
clustering for outage detection with results showing that not
only does entropy field decomposition return higher true positive
results, it also returns fewer false positive results compared to
k-means clustering.

Index Terms—Heterogeneous Network; Network Reliability;
Millimeter Wave Cells; Entropy Field Decomposition

I. INTRODUCTION

Chief among the requirements for 5th Generation (5G)
mobile cellular networks (MCNs) is the enhancement of
subscriber Quality of Experience (QoE). QoE enhancement
in 5G MCN:s is based on a combination of factors including
10x more throughput, less than 1 millisecond latency, and 10x
more battery life than 4th Generation MCNs [2]. To meet
the capacity enhancement component of these requirements,
several solutions have been proposed, with network densifica-
tion [3] and millimeter wave (mmWave) spectrum utilization
[4] among the most popular. It has been demonstrated that a
combination of network densification and mmWave spectrum
deployment could potentially yield exponential increase in
area spectral efficiency [5], thus resolving the capacity crunch
5G MCNs is bound to face.

However, network densification and mmWave spectrum
utilization come with their own limitations. Very low user-
to-cell ratio can lead to cells being sparsely populated, which
makes the performance of ultra-dense heterogeneous networks
(UDHNSs) exceedingly difficult to estimate [6]. On the other
hand, mmWave cells are subject to very high pathlosses due
to their operation in 30GHz - 300GHz band. One solution
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to reduce the impact of high pathloss in mmWave cells is
the deployment of highly directional antennas with beam-
widths as low as 7° [7]. However, this opens mmWave cell
networks to the problem of very large coverage gaps leading
to a decrease in network reliability that must be compensated
by additional antennas per cell compared to traditional macro
cells or by using macro cell overlay [4] adding to network
architecture complexity.

The challenges above highlight the difficulties of ensur-
ing reliable and omnipresent coverage in mmWave-UDHNs.
In state-of-the-art MCNs, identifying and resolving cellular
network outages, which are a consequence of software or
hardware failure of network entities, requires highly trained
engineers parsing gigabytes of network health logs and net-
work performance indicator data to look for these outages.
Due to the continuous growth in cell density and increasing
pressure to reduce operational costs, this approach is quickly
becoming impracticable.

A. Related Work

Given the significance of the problem in maintaining net-
work service reliability, cell outage detection and prediction
has been studied extensively in the last few years. Only a small
subset of studies is discussed here that is representative of the
larger discussion on state-of-the-art in outage detection re-
search. For a more comprehensive review of outage detection
along with outage diagnosis and compensation techniques, the
reader is referred to a recent review paper [8].

In [9] the authors employ local outlier factor (LOF) and
one-class support vector machines (SVM) techniques to detect
coverage anomalies in macro cell environment from the min-
imization of drive test (MDT) reports data [10]. The authors
use the two clustering techniques to separate cells into normal
and anomalous based on their received power measurements,
and use expert analysis to determine the accuracy of anomaly
detection. Using the Receiver Operating Characteristic curves
of the two techniques, the authors demonstrate that one-class
SVM outperforms LOF considerably. In [11] the authors use
handover and radio link failure data to predict network outages
in the network. The authors create a diffusion map of changes
in user associations due to handover and call failure events
and use k-means clustering algorithm to detect the cells with
abnormal changes in user associations.



The solutions in [9], [11] use spatial data to detect network
outages. However, this limits the observation of outage impact
to spatial domain only. In contrast, studies such as [12]
propose to use temporal cell level performance metric data
such as uplink and downlink throughputs, radio link failures,
and handover failures to detect network outages. In [12]
the authors use SVM and auto-regressive integrated moving
average to identify network anomalies. The authors construct
healthy network performance models using the two techniques
and predict future cell performance data from those models.
If there is a significant deviation between actual and predicted
data, the algorithm determines that the cell is in outage.

A key insight from the studies discussed above is that the
availability of sufficient data for model training and outage
prediction is not a major concern in homogeneous macro cell
networks. However, the same does not hold true for UDHNS,
especially with very high cell density as it results in very small
number of users per cell (< 2 UE/cell) [6]. To address the
training data sparsity challenge, the authors of [13] propose
to generate cell coverage maps from sparse network coverage
data by employing Grey prediction model [14] to interpolate
coverage data between randomly distributed locations of users
sending MDT reports. The authors use this data to detect
anomalies using the predicted user association information
and actual user association information.

Despite the advancements in outage detection described
above, there exist several key issues that need to be addressed
for such solutions to be applicable to mmWave UDHNSs:

o Inclusion of Spatio-Temporal Domains: The studies dis-
cussed above either use spatial coverage snapshots taken
at certain time instants or temporal data of a fixed-
location cell for outage detection, thus disregarding the
impact of the outage on subscriber QoE in the other
domain.

« Sensitivity to shadowing: Most of the existing cell out-
age detection solutions are highly sensitive to shadowing.
This is a key observation in [9] where the impact of
shadowing on the accuracy of different outage detection
algorithms is investigated. It is shown that as the stan-
dard deviation of shadowing increases, machine learning
based-outage detection models become less accurate.

o Outage Detection in mmWave-UDHNs: We know that
the likelihood of outages increases with cell density
as well as complexity of the cell hardware [8] which
will be the case in mmWave-UDHNSs. However, to the
best of our knowledge, an outage detection solution
that explicitly targets mmWave-UDHNs while addressing
idiosyncrasies of such network does not exist.

B. Proposed Approach and Contributions

In this paper we propose a novel entropy field decom-
position (EFD) based solution that can detect cell outages
in both space and time, and addresses the other limitations
of state-of-the-art solutions discussed above. EFD was first
introduced in [1] and has previously been used successfully
for brain activity mode detection [15] as well as weather

pattern prediction [16], but never in the context of wireless
communication. The rationale behind leveraging EFD to solve
cell outage detection problem is that it identifies the flow of
information in data over both space and time by combining
information field theory [17] and entropy spectrum pathways
theory [18]. Furthermore, EFD is independent of baseline
data model/distribution while also suppressing the effects
of noise in activity mode detection process which makes it
a natural solution for outage detection in mmWave-UDHN
environments marked by heavy shadowing.

The key contributions of this paper can be summarized as

follows:

« We present a coverage hole and outage detection solution
that is independent of the signal propagation model. This
means that the solution can seamlessly be integrated
into practical network planning and self-healing solutions
without the need for modifying underlying coverage
assumptions.

o The proposed solution is designed to identify and min-
imize the impact of shadowing, fading and noise on
outage detection. This allows the solution to detect lapses
in coverage even in the event of heavy signal dispersion
and shadowing. We demonstrate this by comparing the
accuracy of the solution in presence of different shadow-
ing levels.

« The proposed solution incorporates data from both spatial
and temporal domains, thus generating coverage estima-
tions that are more accurate in the long term. This spatio-
temporal characterization of the outages is a unique
feature of this solution that, to the best of the authors’
knowledge, has not been achieved so far.

o We analyze the performance of proposed solution for
different network topologies including mmWave cell,
and mmWave cell-small cell ultra-dense heterogeneous
networks. We also compare the results with k-means
clustering based coverage hole and outage detection
solutions to demonstrate its ability to avoid the issues
faced by machine learning-based techniques.

The rest of the paper is organized as follows: Section II
describes the system model, Section III presents the proposed
EFD solution, Section IV presents the comparative perfor-
mance analysis. Finally, Section V presents the conclusions
of this study.

II. SYSTEM MODEL
For the purpose of this study, we declare that a user is in
outage when the downlink received power of that user from
its associated cell P?,, falls below a threshold Phie., :
Outage := P°, < P'" (1)

ru =

The log of downlink received power using the exponential
pathloss model is expressed as:

Py = [(Pf,Gu, Gy, b,dy, B) + € 2)

T UdBm

where Pf is the transmit power of cell ¢, G, is the gain of
user equipment, G¢ is the transmitter antenna gain of cell c,



b is the pathloss constant and depends on the clutter, €, is the
shadowing at the location of user v from cell ¢ and usually
assumed to be log-normally distributed, df, is the distance
of subscriber u from cell ¢, and § is the pathloss exponent.
Assuming each of G, G¢,b,dS and [ remains constant, we
can simply re-write (2) as:

Py = f(PY) + e, (3)

T UdBm

Thus, each subset Pt of the set of cell transmit powers
P, will result in different received powers at the same point.
As such, we can define the likelihood of receiving a set of
downlink received powers P, given some set of transmit
powers P, as:

() = / (P, P)p(Py)dP, @

In the event of a cell outage, the loss of transmission
from the affected cell will result in a unique set of downlink
received powers. Given this set of received powers, we can
find the set of transmit powers including the affected cell
transmit power using Baye’s rule as:

p (P ) P, t)
p(Pr)

III. ENTROPY FIELD DECOMPOSITION

p(By|P,) = (5)

For a deterministic system with a fixed signal propagation
model and no shadowing, the estimation of (5) is simply a
question of going through all the subsets P, and calculating
the resulting sets P,. However, for a system with random
variations in the signal, this estimation becomes more com-
plex. Furthermore, if these random variations affect the system
both spatially and temporally, as is the case in real mobile
cellular networks, obtaining the conditional probabilities in
(5) becomes intractable. However, one method of obtaining
an estimate of these probabilities which has been explored in
[17] is to use information field theory which represents the
probability distributions in terms of an information field. In
our case, we must first represent the transmit power or signal
data as an information field such that:

Py ytr) = Pu(G) = / 95(C—C)dd (©)

where (; = x;,y;,t; represents the transformation of spatial
coordinates x;,y;,¢ = 1,...,NM and temporal coordinate
tj,j = 1,...,0 as a point on the information field 9. The
key descriptor of an information field is the Hamiltonian H
which corresponds to the total energy of the field [19] and is
defined as:

H(Pra 19) = —lnp(P,,, 19) N
Using the above transformations, (5) can be re-written as:
H(P,9)
p(9|Py) = 2P 3

where Z(P,) = [ eM(Fr9) gy is called the partition function.
Since the spatio-temporal received powers in a real network
are not independent of each other, we consider P;((;) as
an interacting field [17] whose Hamiltonian can be derived

through Taylor series expansicin of (7) as given in [1]:
H(P,,9) = Ho + 519”1)”19 —jl9+

where D matrix is the information propagator, the vector
j is the information source, the (.)! notation represents the
adjoint of a matrix, and H is the free energy Hamiltonian
[19] which can be obtained by integrating the joint probability
p(P,,9) over P, and 9. Since H, is a consequence of an
interaction-less field, it simply acts as a scaling factor for
an interacting field. Also, since we assume that the received
power at each point is not independent of other points due to
shadowing and fading effects, we can safely ignore H, for
this study. The terms VC(:.L‘)_ ¢, Tepresent the interactions of up
to n field components and are integrated over each coordinate.
The matrix D and vector j can be obtained by using the free
theory formalism for a Gaussian signal [17] and are given as:

D= afst’l + (BN (By) B (10a)
i=fB)N P, (10b)

where 0'123 = (PtPtT> is the covariance of the transmit

powers and A\ is the covariance of noise in the data.

The interaction terms VC(:_L_)_ _can be obtained using entropy
spectrum pathways theory which ranks the optimal pathways
within a disordered lattice according to their path entropy
[18]. To construct the entropy pathways, we must obtain a
coupling matrix Q of points on the information field lattice.
This can be done by generating an adjacency matrix A;;
of spatio-temporal points in the dataset P, and using the
transformation (; = x;,y;, ¢; to obtain the components of Q
matrix as follows:

Q(Gi, Gj) = Pr(i) Pr(5) Ayj (1)

It is important to highlight here that the Q matrix can be
used to represent any relationship between two or more points
in the network regardless of the signal propagation model and
the distributions of shadowing and fading. This is a major
advantage compared to other techniques such as Bayesian
classification that rely on some underlying assumptions re-
garding data and noise distributions which can lead to very
high misclassification error if the actual distribution differs
from the assumed one.

The information field can be reconstructed via entropy
spectrum pathways that allow the representation of the field
in terms of the eigenmodes of Q using Fourier expansion. In
mathematical terms, field components are given as:

K

9(G) =Y lane™ G+ aie™ M

k

12)

where where ¢*) is the k" eigenmode, aj is the mode
amplitude of k" eigenmode and the * operator refers to
the conjugate of a number, while K is the number of
significant eigenmodes considered for field transformation.



A key insight here is that by only considering the most
important eigenmodes and keeping K to a reasonably small
value compared to the total number of eigenmodes, we can
obtain a decent estimate of the information field, thus reducing
the problem complexity significantly. To test the importance of
an eigenmode, we can compare the corresponding eigenvalue
A with the determinant of the noise covariance matrix N
Using the above information, we can now obtain the
transformed information Hamiltonian H (P, ay) by:

1 .
H(Py,ar) = §akTAak — jrlag +

[eS) 1 K
DRI L
n=1 k1 kn

where A is a diagonal matrix containing the eigenvalues of
Q, Vk &, represent the interaction terms of the eigenmodes,
and jg is the amplitude of the k" eigenmode in expansion
of the information source j:

G = / o®dc

To calculate the values of mode amplitudes, we solve
OH /0¥ = 0 and replace the field with its transformation in
terms of its eigenmodes which gives us:

Aay = jr — E 5 E kkl oy, Oy -+ Oy

If the field interaction terms V( n)
of the coupling matrix Q such that

=SS T 00

p=1m=1
m#n

then the mode interaction terms f/k(ln)

B (n) n
v, =2 Z < H Ak> / (H go"“”(@) d¢
m=1 r=1 (17)

where coefficients a(™) should be chosen sufficiently small to
ensure the convergence of (17).

13)

(14)

15)

¢, are defined as powers

v (16)

. are obtained by:

A. Outage Detection Using Entropy Field Decomposition

The result of applying EFD to the coverage data is an
entropy field which identifies how information flows across
the spatio-temporal domains. In order to make this resulting
field output useful for outage detection in MCNs, algorithm
1 presents our proposed outage detection and localization
solution.

The algorithm takes user-cell association U, information
from the MDT data and the network coverage data when no
outage is present in the network P, _ . as well as real-
time spatio-temporal coverage data P, ... The real-time data
is processed using EFD which outputs the data points where
high information flows are detected. In simple terms, the EFD
algorithm gives the boundary between outage and non-outage

effected areas. The points with high energy i.e., the points at
the boundary of the outage are passed to a localization module
which identifies the cell with which the high energy points are
associated. Once the degraded cell is identified, it is passed
as an output which can be fed to an outage diagnosis and
compensation algorithm.

Algorithm 1 Outage Detection Using EFD

Input: P, P,

Tnorm) PTRT ’ [UC

Output: ¥((;), ¢ in outage

1: Calculate Q from (11) using Py .

2: Obtain eigenvalues and eigenvectors of Q using (??)

3: Calculate entropy field ¥ using the eigenvalues and eigenvectors
of @ from (12)

4. forle1,..., NMO do

5: if 19; > 0 then

6: {u(@out, Your)} = {w(Tout, Yout)} + w1, y1)
7: end if

8: end for

9: if {u(Zout, Your)} = & then

10: continue

11: else

12: for u(xouuyout) € {u(xouuyout)} do {Cout} = {Cout} +
{¢ = argmaxy ¢ P

13: end for

14: end if

mu(Tout sYout)norm

IV. SIMULATION AND RESULTS
A. Simulation Setup

To test the proposed algorithm, we employed a 3GPP
compliant LTE simulator with the pathloss models for small
cells specified by the 3GPP, and the pathloss for mmWave
directional cells specified in [20]. We only consider a narrow-
band mmWave spectrum, therefore frequency-selective fading
is not considered. Shadowing is modeled using log-normal
distribution with different standard deviations. We use cell
transmit power as the input signal for information field gen-
eration; however, any other coverage actuation parameter such
as transmitter antenna tilts or transmitter antenna gains can be
used just as easily if the relationship between the parameter
and received signal strength is known. The complete list of
simulation parameters are given in Table I.

B. Results

The results presented below compare proposed EFD-based
outage detection solution with outage detection using k-means
clustering algorithm. Performance of the two solutions is
evaluated using two different topologies: 1) mmWave cells
only, and 2) UDHN. Outages are simulated by setting the
transmit power of the effected cell to 0 dB. In the case of
mmWave cells only, one sector of first mmWave base station
is in outage, while in the case of heterogeneous network one
sector of first mmWave base station and one small cell are in
outage. Simulations are carried out for shadowing €, € [0, 10]
to assess the efficacy of EFD and k-means in mitigating the
effects of noise in the data. Note that though the algorithms for



TABLE I: Parameter Settings for Simulation

System Parameters Value
.. Small: 2 GHz, mmWave: 38
Transmission Frequency GHz

Small Cell Transmit Power
mmWave Cell Transmit Power
Antenna Gain

Horizontal Beamwidth

Cell Height

Cell Layout (small cells)

Max: 20 dBm, Outage: 0 dBm
Max: 41 dBm, Outage: 0 dBm
Small: 5dBi, mmWave: 25dBi
Small: 360°, mmWave: 7.8°
Small: 10m, mmWave: 23m
Uniformly distributed

Cell Layout (mmWave cells) Hexagonal
Transmission Bandwidth 10 MHz
Number of Base Stations 7

Sectors per Base Station 3

Small Cells per Sector 1

Coverage Plot

P

simulated 20 40 60 80 100

Outage (b)
k-means Plot

[ [

g - ?

100 £ 100 o 5

80 5 8o |6
60 60
40 40
20 20

20 40 (63? 80 100
EFD Plot

Coverage
Coverage

20 40 ((i)O 80 100 20 40 %) 80 100
C

Fig. 1: Small cell and mmWave cell outage simulated in a
UDHN with 0dB shadowing.

EFD and k-means clustering are implemented using data from
spatio-temporal dimensions, the presented results for coverage
and outage detection are averaged over time.

Figs. 1-4 show examples of the simulated outages in a
UDHN and mmWave-cell only network under 0dB and 10dB
shadowing. For the UDHN cases, one small cell and one
mmWave cell is in outage. Subfigures (a) show the network
under normal coverage while subfigures (b) show the network
in the presence of outages. Subfigures (c) show the results of
outage detection using EFD and subfigures (d) show outage
detection using k-means clustering.

To truly analyze the impact of EFD and k-means out-
age detection, we test the two techniques over a range of
shadowing values and compare the true positive detection
rate (TPR) and false positive detection rate (FPR) of out-
age effected users. Fig. 5 shows a comparison of the two
outage detection schemes for mmWave cell networks and
UDHNSs under increasing levels of shadowing. We can see that
EFD gives highly accurate TPR (> 96%) even under heavy
shadowing. This is because of the intrinsic noise countering
capabilities of the EFD solution. Conversely, the TPR of k-
means clustering is very high for low fading environments
(> 98%) but drops off exponentially as the shadowing is
increased. This also highlights the limitations of machine
learning techniques with respect to the noise in input data,
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Fig. 2: Small cell and mmWave cell outage simulated in a
UDHN with 10dB shadowing.
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Fig. 3: mmWave cell outage simulated in mmWave-cell only
network with 0dB shadowing.

something that EFD effectively counters intrinsically.

Fig. 6 presents another perspective of evaluating the per-
formance of the two algorithms i.e., by comparing their FPR.
This tells us whether the two algorithms actually do perform
outage detection or are simply flagging majority of the points
as outage affected. From Fig. 6 we can see that the EFD-based
outage detection solution has a significantly low FPR for both
mmWave cell networks and UDHNs (< 6%). In comparison,
k-means clustering has a relatively higher FPR. FPR for EFD
is caused due to the detection of maximum entropy boundary
which includes the non-outage effected users at the edge of
the outage effected areas. On the other hand, the FPR of k-
means is primarily due to the effects of shadowing.

V. CONCLUSION

In this work, we present a novel cell outage detection
solution based on entropy field decomposition. The pro-
posed solution is designed to improve network reliability by
mitigating the effects of shadowing on outage detection, a
feature that is not common in state-of-the-art machine learning
based outage detection solutions. The proposed solution is
compared with k-means clustering technique for different
network topologies and shadowing levels. The results show
that EFD-based outage detection performs extremely well
even in high shadowing environments compared to k-means
clustering making it ideal for outage detection in high density
mmWave cell heterogeneous networks.
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